
®®
Three  Layers  of Protection

to Defeat Counterfeiters

Blockchain Technology
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Unleashing blockchain’s full potential

Implementation: through industry alliances and innovative 
data control: 

1. Why?

2. What?

3. Who?
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Unleashing blockchain’s full potential

Why?
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Why this invention is important

1. 1 million lives can be saved

2. Cruel crimes can be prevented

3. Brand protection can be reinforced
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Why?

Returns on $1,000 in trafficking expenses

● heroin could return $20,000

● counterfeit cigarettes $43,000

● fake pharmaceuticals $200,000-$450,000.

Source: - Paris based International Institute of Research Against Counterfeit Medicine

www.iracm.com/en/thematic-observatory/organized-crime/ 
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Why?

1 million people die

each year from

fake and counterfeit

pharmaceuticals

- Interpol

http://www.insightcrime.org/news-briefs/counterfeit-drugs-kill-1-million-annually-interpol
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Real people

1 million

tragedies
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Failed system

“We now have more fakes

than real drugs in the market.”

Christophe Zimmermann

anti-counterfeiting and piracy co-ordinator

of the World Customs Organisation
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Local threats
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Food dangers

Fraud could affect up to

10 percent 

of food imported into the UK

United Kingdom

Food Standard Agency

estimate
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Alcohol dangers

Up to 80 percent 

of alcohol may be fake

Shanghai estimate
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International threats
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Unleashing blockchain’s full potential

What?
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Design options

1. Competing demands 

2. Public or private

3. Avoiding flawed logic

4. Full use of the technology
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Design tension

Transparency

Vs

Confidentiality
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Proven security

Bitcoin has 
proven public 
chain security
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Cautious logic

The Lesson 
of the 

Cane Toad:

Be careful 
of what 

you 
introduce 
into the 

wild.

Centralised data introduces a different set of risks
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DAO defined

Ethereum startup Slock.it (emphasis added):

A DAO is an organization that's self-governing and that isn't influenced by 

outside forces: its software operates on its own, with its bylaws immutably 

written on the blockchain, not controlled by its creators. DAOs are formed by 

groups of like-minded individuals with specific projects and goals in mind . . . A 

DAO purely manages funds: in itself it does not have the capabilities to build a 

product, write code or develop hardware. It requires a Service Provider for this 

purpose, which it hires by signing off on a proposal.

https://github.com/slockit/DAO
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Internet grief

Technology’s Darker Side

Poorly designed Internet tools led to some 
unanticipated and seriously bad outcomes:

● Cyber Bullying
● Cyber Stalking
● Revenge Porn
● Child Pornography
● Data Ransoms
● Kidnapping Ransoms

Technology can’t be created in a vacuum. It 
has real-world impacts. 

Can a few extra measures and design 
features help prevent harm?

Can new technologies be used to weaken 
social cohesion, hurt others, commit 
criminal acts or to facilitate related 
payments.
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Housing impacts
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Taxi protests
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Data ownership

Who owns
your 
online 
data?
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Design rethink

System 

requirements

or

● True integration of data

● No single points of failure
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Trustless data integrity

Access rules and 
protocols

Data

Auditing

● Autonomous governance

of data

● Transparent and continuous 

compliance audit reports
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The solution

1. Cryptographic certainty

2. Tracking logistics 

3. Blockchain technology

To be sure x 3
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Layer 1 - Cryptographic certainty

Existing technology - Public key 6 digits

Blockchain technology - Public key 40 alphanumeric inputs

03c6691ebdd161363457e3c73a8ed44186536cf9 
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Layer 1 - Cryptographic certainty

Strong encryption and mathematical proof

The estimated mining difficulty is 2 67 

i.e. greater than the human population of Earth squared. 

So, if every person on Earth was themselves their own 

planet Earth with seven billion people on it, the total 

number of people would be close to 2 67

- Princeton University



®

Layer 2 - Logistics tracking

Clever tracking technologies and systems such as RFID, 

remote sensors, and satellite tracking already exist.

Blockchain technology increases the effectiveness of those 

systems in 

3 simple ways
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Layer 2 - Logistics tracking

1. Immutability  

2. Auditability 

3. Distributed ledger 
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BIG words, but simple concepts

Don’t 
worry

It isn’t so bad!
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Blockchain power

1. Immutability - records can never be altered or 

erased

2. Auditability - the records can be audited and 

verified at any time

3. Distributed ledger - no single point of attack
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Layer 3 - Blockchain technology

Impossible to double spend

This destroys the counterfeiter’s business model
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Layer 3 - Blockchain technology

Pointless for a counterfeiter to make 10,000 copies

Only 1 can be sold
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Building a strong alliance
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Unleashing blockchain’s full potential

Who?
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Great outcomes x 3

1. Consumer protection

2. Brand protection

3. Market protection

Enhanced services that guard shipments and storage
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Technology proven

Successfully completed trial

Australian wine shipped to China

Other trials being developed
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Great outcomes x 3
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Strong alliance
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Strong alliance
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Strong alliance
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Collaboration MOUs
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Deep integration

● 17 shipping lines

● 13 container terminals

● 6,122 road carriers

● 1,600 freight forwarders

● 9 rail operators

● 39 container parks and depots
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Three Layers of Protection
“to be sure”

Help solve the problem


